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Microsoft 365 Copilot adoption succeeds when an
organization chooses outcomes before licenses,
repairs its permission and data foundation before
scale, governs agents as deliberately as it governs
data, and measures access, activation, depth,
outcome, sentiment, and risk separately rather
than mistaking activity for value.

This independent guide is not sponsored or endorsed by Microsoft. Product facts are
grounded in current Microsoft documentation; operating recommendations are MH —

Applied Al interpretations.

Work outcome First wave Changed habit Scale decision

A work pattern enters; evidence One named work pattern moves through a bounded cohort, supported

decides what scales practice, outcome evidence, and a deliberate scale or stop decision.
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Web work M365 work Agent work Custom work

O O @ @®

Copilot Chat M365 Copilot Agents + Studio Custom Al
Choose the Copilot path by work A choice field from web-grounded Copilot Chat through work-grounded
and control need Microsoft 365 Copilot and governed agents to custom Al systems.
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Identity Graph Sources Answer

O O @ @®

Signed-in user Permission scope Allowed content Reviewed output
Permissions shape every grounded The signed-in identity reaches only permitted Microsoft Graph sources, but
answer existing oversharing can still be surfaced and amplified in generated output.
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Outcome Tenant Controls Adoption

O O @ @

Named owner Service ready Data governed Support ready

Readiness is a gate, not an average Outcome ownership, tenant readiness, data controls, governance, enablement,

and support must each clear their critical threshold before expansion.
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Access Depth Outcome Decision

O O @ @

Can use Changes work Evidence visible Scale or stop

Activity becomes evidence in layers Access and activation are early signals. Repeat use, scenario depth, outcome

evidence, sentiment, risk, and cost determine whether adoption is real.
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0-30 days

O

Prepare

Ninety days from readiness to

decision

31-60 days 61-90 days Next wave

Launch Learn Decide

The first month prepares the foundation, the second launches a supported

cohort, and the third reviews evidence and reallocates licenses.

MH — Applied Al - Microsoft Foundry Adoption Guide



1. Independent guide disclosure

This handbook is written and published by MH — Applied Al, the forward-deployed Al engineering practice
founded by Marcel Haas. It is an independent adoption field guide, not a Microsoft publication. Microsoft has not
reviewed, sponsored, certified, or endorsed this document, and nothing here should be read as an official
statement of Microsoft policy, roadmap, pricing, licensing, or support. Product names, capabilities, controls, and
URLs referenced below belong to Microsoft and change on a cadence measured in weeks, not years; verify every
operational detail against current Microsoft Learn documentation before you brief a steering committee, request
budget, or configure a tenant around it. Where we state an operating recommendation rather than a documented
product fact, we label it explicitly as an MH — Applied Al recommendation.

This edition is written for enterprise executives sponsoring the investment, IT and security leaders who own the
tenant and its controls, and adoption or change leads who turn a license grant into a changed way of working. It
assumes no prior Copilot deployment experience but does assume familiarity with enterprise Microsoft 365, Entra
ID, and standard change-management vocabulary.

The guide exists because most enterprises do not struggle with Microsoft 365 Copilot because the product is
weak. They struggle because a license is easy to assign and a habit is hard to change, because a permission model
built for a decade of "nobody will ever open that folder” was never designed to survive a tool that can find,
summarize, and surface it in seconds. Copilot does not create those weaknesses. It finds them faster than almost

anything an enterprise has deployed before, and it does so the week you turn it on.
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2. Executive brief

Microsoft 365 Copilot is Microsoft's generative Al layer for Word, Excel, PowerPoint, Outlook, Teams, and related
Microsoft 365 surfaces, grounded through Microsoft Graph in the content a signed-in user is already permitted to
see. Copilot Chat, a related but distinct experience, requires no Copilot add-on license, is grounded in the public
web by default, and now reaches the majority of commercial Microsoft 365 seats out of the box. Confusing the
two, or treating either as a self-installing productivity gain, is the single most common reason enterprise rollouts

underperform their own expectations.

Enterprises that adopt Copilot well share a small number of habits. They pick specific, named work patterns before
they buy licenses, not the other way around. They treat "Copilot only sees what the user can already see” as a
warning about existing oversharing, not as a safety guarantee, and they remediate SharePoint permissions and
Purview data governance before they scale seats. They build an operating model that gives managers, not only IT,
a role in changing how work is done. They govern agents and connectors with the same discipline they apply to
any other identity with access to company data. They separate how many people opened Copilot from what
actually changed in the business, and they resist reporting the first as evidence of the second.

Enterprises that struggle usually reverse this sequence: licenses are distributed to a large population before any
specific work pattern is named, oversharing is left unresolved because “"Copilot didn't create the problem,” training
consists of a single feature demonstration with no manager involvement, and the only evidence offered to

leadership eighteen months later is a login count.

This handbook is organized as a working sequence across four parts: decide where Copilot fits and who goes first;
prepare the operating model, data foundation, security posture, and technical configuration; enable adoption
through scenarios, enablement, champions, and responsible-use habits; and measure, run a 90-day path, and
make a scale-or-stop decision with evidence. It closes with a glossary, a grouped reference list, and a transparent

methodology, because a guide about evidence-based adoption should meet its own standard.

Executive decision brief

Decision Owner Evidence required before deciding

Which Copilot experience(s) to Executive sponsor + Outcome hypothesis cards (chapter 5) and

license first IT/security leader readiness gate result (chapter 6)

Whether the tenant is ready to IT/security leader Data, permission, and identity gate results (chapters
begin 9-10)

Who receives the first-wave Adoption lead + business Cohort brief (chapter 7) with named baselines
licenses sponsors

Whether to expand, hold, or reduce  Executive sponsor 90-day evidence summary and scorecard (chapters
the program 19, 21)
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3. How to use this guide

Executives short on time should read chapter 2, the scorecard in chapter 21, and the decision pack in chapter 22,
then delegate the rest to the adoption lead. IT and security leaders should prioritize chapters 6, 9, 10, 11, 12, and
17, where tenant, data, and agent governance decisions live. Adoption and change leads carry the largest share of
this handbook: chapters 5, 7, 8, 13 through 16, and 19 describe the operating work of turning a license into a
changed habit.

Read sequentially if this is your organization'’s first structured Copilot program. If a rollout is already underway and
struggling, start at the scorecard in chapter 21, identify the weakest dimension, and jump directly to its chapter.
Every worksheet, register, and card in this guide is meant to be copied into your own documents and adapted, not

applied unchanged.
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4. Name the Copilot landscape correctly

Be precise about what you are actually licensing and deploying, because the vocabulary in your organization is
probably a mix of eras and the wrong term drives the wrong project plan. As of mid-2026, Microsoft’s current
Learn documentation names two enterprise-relevant paid experiences plus a separately branded consumer
product, and does not use “Basic” or “Premium” as labels for Copilot itself — those words describe base Microsoft
365 Business subscription tiers, not Copilot editions, and any internal document still using “Copilot

Basic/Premium” is working from outdated vocabulary that should be corrected.

Microsoft 365 Copilot Chat. Requires no Copilot add-on license. It is grounded in the public web by default, is
included with most eligible Microsoft 365 commercial and education plans, is pinned by default for most eligible
users, and carries Enterprise Data Protection under the Microsoft Online Services Terms. It offers “standard” access
to underlying models, with priority access reserved for Copilot-licensed users, and includes metered pay-as-you-

go agents. Treat exact model access tiers as volatile and re-verify before quoting them internally.

Microsoft 365 Copilot. A paid add-on license (or an inclusion in Microsoft 365 E7) that layers Microsoft Graph
grounding — a toggle sometimes labeled “Work 1Q" in current documentation — on top of Copilot Chat, plus in-
app experiences across Word, Excel, PowerPoint, Outlook, and Teams, Copilot Search, Notebooks, Pages, the
Researcher and Analyst agents, Copilot Analytics, and inclusion of SharePoint Advanced Management. Microsoft
365 Copilot Business is the equivalent add-on scoped to Business Basic, Standard, Premium, and Apps for
Business subscriptions for small and midsize eligibility; treat it as a distinct commercial SKU family from the
enterprise product, not a "budget tier” of the same thing.

Beyond these two paid experiences sit several adjacent products that are easy to conflate: consumer Microsoft
Copilot (a separate, personally licensed product for home users), Microsoft Copilot Studio (a low-code builder
for custom agents, covered in chapter 17), Microsoft Security Copilot (a distinct security-operations product, out
of scope for this guide), and Microsoft Agent 365 (a newly general-availability agent control plane, also covered
in chapter 17). None of these is a substitute for the others, and procurement conversations that blur them tend to
produce license waste in one direction and governance gaps in the other.

What Copilot changes, and what it does not fix. Copilot changes how quickly a permitted user can find,
summarize, draft, and reason across content they are already allowed to see. It does not add missing information
governance, does not repair a broken SharePoint permission model, does not replace role-specific training, and
does not manufacture a business case that did not exist before the license was assigned. Every chapter that
follows returns to this distinction, because most avoidable Copilot failures come from expecting the product to fix
a problem it was never designed to touch.
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5. Choose outcomes before features

Start from work patterns, not feature lists. Six verbs cover almost all Copilot-relevant work: create, find, summarize,
analyze, communicate, and coordinate — and a seventh, decide, describes the business outcome those six verbs
are supposed to serve. A candidate use case earns a place in the first wave only when it can be described in those
terms with a named owner and a baseline, not as “see what Copilot can do for finance.”

Screen every candidate against five questions. Value: does improving this work pattern matter to a named
business outcome, or only to a demo. Frequency: does the work pattern recur often enough that a small per-
instance improvement compounds into something worth measuring. Data fit: does the content Copilot would
ground against actually exist, in a place Copilot can reach, in a state fit to be surfaced. Reviewability: can a human
check the output before it has consequences, at least during the first wave. Risk: what is the cost of a wrong,
incomplete, or overconfident answer in this specific work pattern, and who bears it.

Some conditions mean Copilot is not the right intervention yet, no matter how enthusiastic the sponsor: the
underlying data is known to be unreliable or badly permissioned; the task requires an irreversible action with no
review step; the workforce affected has no protected time to change a habit; or the “outcome” on offer is really a

license-utilization target dressed up as a business case.

Worksheet: outcome hypothesis card

Complete one card per candidate use case before it enters the first-wave cohort in chapter 7.

Field Entry

Work pattern (verb + object) e.g.. “Summarize customer escalation threads”
Business owner (named person)

Current baseline (time, volume, quality today)

Hypothesized change, stated as a range

Data sources involved and their permission state

Review point before consequence

Risk if the output is wrong

Evidence that would justify expansion

MH - Applied Al recommendation: reject any card that cannot state a baseline. A hypothesis without a “before”

number cannot produce a credible “after” number, and the gap gets filled with anecdote instead.
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6. Assess organizational
and tenant readiness

Readiness is not a single average score. An organization can look ready on paper — executive sponsorship
confirmed, budget approved, champions nominated — while a handful of unresolved gates make launch
genuinely unsafe. Treat the following as gates, not inputs to a blended score: any gate scored “not ready” holds
the program regardless of how well the others perform.

Worksheet: readiness gate

Score each gate 0 (not ready), 1 (partially ready), or 2 (ready), and record evidence, not impression.

Gate What “ready” looks like
Outcome ownership Named business owners hold outcome hypothesis cards for the first wave
Licensing and eligibility Base subscriptions and Copilot experience(s) confirmed against current Microsoft

licensing pages

Data and permission hygiene Oversharing assessment complete; interim controls in place (chapter 9)

Security and compliance Entra Conditional Access, MFA, and audit logging confirmed active tenant-wide
posture

Operating model Roles from chapter 8 named and accepted, not just drawn on a slide

Adoption and support Champions, manager briefings, and help-desk preparation scheduled before go-live
capacity

A total of 0-4 means the organization is not ready to license beyond a small controlled pilot. A total of 5-9 means
readiness is real but uneven; name the weak gates and close them on an explicit date before expanding. A total of

10-12 supports a bounded first wave as described in chapter 7 — it does not yet support a tenant-wide rollout.

MH - Applied Al recommendation: never let a strong executive-sponsorship score compensate for a weak data-
hygiene score on the same table. They measure different kinds of risk, and averaging them hides the one that

actually causes incidents.
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7. Design the first adoption wave

Treat the first wave as a bounded experiment with an explicit stop or expand decision at the end, not as a status
reward for a favored department. A well-designed cohort mixes roles rather than licensing one function entirely,
includes at least one manager who will actively participate rather than only approve, and starts with named
champions and a baseline for every included work pattern.

License allocation in the first wave is an instrument for learning, not a benefit to be distributed evenly or politically.
Fewer, better-supported seats with real baselines produce more decision-useful evidence than a large,
unsupported rollout.

Worksheet: cohort brief

Field Entry
Cohort size and roles included

Work patterns in scope (link to outcome hypothesis cards)

Participating managers (named)

Champions assigned (named, with protected time)

Baseline evidence collected before go-live

Explicit stop criteria

Explicit expand criteria

Review date
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8. Operating model and accountability

A license grant is not an operating model, and Copilot will not assign accountability on your behalf. Before the first

wave launches, name every role below and confirm each person has actually accepted it, not merely been listed.

Reference: operating-accountability table

Role

Executive sponsor

Copilot service owner (tenant)

Security and compliance owner

Data owners (per source)

Adoption/change lead

HR/works council liaison

Managers

Champions

Support/help desk

Primary accountability

Owns the business case, approves scale/stop decisions

Owns tenant configuration, licensing, and the control surface in chapter 12

Approves data, identity, and agent governance decisions before launch

Accountable for permission hygiene of the content Copilot will ground against

Owns the enablement system, champions, and evidence collection

Confirms consultation and workforce-representation requirements are met

Give teams permission and time to change how work is done

Provide peer-level practice support inside their own team

Handles first-line Copilot issues and routes known problems to the adoption lead

Set a review cadence — monthly during the first 90 days, quarterly afterward — with a clear escalation path from

champion to adoption lead to executive sponsor for anything a champion cannot resolve. Conflating the service

owner and the adoption lead into one person is a common shortcut that quietly turns a platform role into an

unaccountable owner of business outcomes it cannot actually control.
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9. Understand the data
and permission boundary

Microsoft's own architecture documentation is explicit: Copilot grounds responses through Microsoft Graph, and
data access is always scoped to the signed-in user’s existing permissions — operating inside the Microsoft 365
service boundary does not grant Copilot tenant-wide visibility. That sentence is accurate, and it is also the single
most misunderstood fact in enterprise Copilot planning. “Copilot only sees what the user can already see”
describes an access control, not a safety guarantee. If a user can already see a folder they should never have been
able to see, Copilot will now find it, summarize it, and surface it in a conversational answer, in seconds, to anyone
who asks a plausible question. Existing permissions being honored is not a fix for oversharing; it is the reason
oversharing becomes visible faster than it ever was before.

Treat SharePoint governance as the center of gravity for this chapter. Stale sites with forgotten owners, broad
security groups granted "just in case,” external sharing links nobody tracks, and sensitivity labels that were never
applied are the raw material Copilot will now expose. SharePoint Advanced Management (SAM) — included
once at least one user in the tenant holds a Microsoft 365 Copilot license, independent of whether that user

is a SharePoint administrator — provides the tooling to find and fix this: site ownership policies, inactive-

site policies, site attestations, a content management assessment, restricted access control, and data access

governance reports.

Restricted SharePoint Search (RSS), a tenant-wide allow-list of up to 100 sites, was Microsoft's original
temporary bridge for this problem; current Microsoft Learn documentation states new enablement of RSS is
blocked from July 31, 2026, and organizations should not treat it as an available control going forward — verify
this retirement date and status before publication. Its documented replacement is Restricted Content Discovery
(RCD), a per-site (not tenant-wide) governance control that also requires at least one Copilot license in the tenant,
also carries a "recently interacted” carve-out meaning a user who already opened restricted content may still see it,
also applies to SharePoint sites only and not OneDrive, and is explicitly described by Microsoft as temporary — a
way to buy remediation time, not a permanent substitute for correct permissions. Pair either control with an actual
remediation plan; neither changes underlying permissions on its own.

Register: permission-remediation register

Site or Owner  Oversharing risk Interim control applied Permanent Target
source identified remediation date

RCD / restricted access

control / none

MH - Applied Al recommendation: run the Purview data-risk assessment and the SAM content management
assessment before licensing beyond a small pilot, and treat every site without a confirmed owner as high risk by

default, not low risk by omission.
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10. Security, privacy,
compliance, and responsible use

Copilot honors your existing Entra ID Conditional Access policies and multifactor authentication requirements; it
does not introduce a separate authentication path around them. Confirm both are enforced tenant-wide before

launch, because Copilot will operate under whatever identity posture already exists, weak or strong.

Data handling. According to current Microsoft documentation, prompts, responses, and data accessed through
Microsoft Graph are not used to train the underlying foundation models, including those used by Microsoft 365
Copilot. Web grounding is handled differently: when Copilot searches the public web, it sends a short generated
query — a few words, not the full prompt — to Bing, strips user and tenant identifiers, and that specific interaction
is governed under the Microsoft Services Agreement rather than the enterprise Data Protection Addendum that
covers prompts and responses. This is a genuine legal distinction, not a technicality, and your privacy and legal
review should treat it as such rather than assuming one set of terms covers both flows.

Model subprocessors. Microsoft has been adding third-party model subprocessors — including OpenAl- and
Anthropic-operated models — to the services underlying Copilot through 2026, each with its own default-on or
default-off posture that varies by region and has already changed more than once this year. This is one of the
fastest-moving facts in the entire product; do not print or present a specific subprocessor list as fixed. Cite
Microsoft's Service Trust Portal subprocessor list directly and re-verify immediately before any compliance sign-off.

Purview. Microsoft Purview provides the compliance backbone for Copilot: Data Security Posture Management
(DSPM) for Al to discover and apply one-click policies, sensitivity labels (including the specific “extract” usage right
required for Copilot to return label-protected content at all), Data Loss Prevention, and audit. Audit logging for
Microsoft-built Copilot experiences is included in standard Audit at no additional cost; pay-as-you-go billing
applies specifically to auditing non-Microsoft Al applications such as consumer chat tools, not to Microsoft 365
Copilot itself — a distinction worth confirming with finance before it causes budget confusion.

Retention and discovery. Copilot prompts and responses are retained in hidden folders inside the user’s
Exchange Online mailbox, evaluated against retention policy on a short recurring cycle and held if the mailbox is
under litigation or eDiscovery hold. There is no separate, dedicated "eDiscovery for Copilot” page in current
Microsoft documentation; the correct approach composes three existing capabilities — standard Purview
eDiscovery search targeting user mailboxes, the audit record type that identifies Copilot interactions specifically,
and your license tier's eDiscovery capability (search-only versus search-and-delete varies by Microsoft 365 edition,
addressed further in chapter 11). Brief your eDiscovery and legal-hold teams on this composite mechanism
explicitly; do not send them looking for a page that does not exist.

Responsible use and human accountability. Legal, works council, and records-management stakeholders should
confirm four things before launch: an acceptable-use statement exists and is communicated, not merely published;
retention and legal-hold obligations are understood by whoever manages Copilot interaction data; a named
person is accountable for any Copilot-assisted output before it leaves the organization; and workforce
consultation requirements, where applicable, have been met before broad deployment — not treated as a
formality to complete afterward.
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11. Technical readiness
and service configuration

Confirm the base subscription and Copilot license path fit your workforce segments — Copilot Chat requiring no
add-on, Microsoft 365 Copilot as an add-on to eligible enterprise plans or bundled in Microsoft 365 E7, and
Microsoft 365 Copilot Business scoped to Business Basic, Standard, Premium, and Apps for Business — and re-
verify the exact eligible-plan list against current Microsoft licensing documentation before purchasing, since it
changes more often than a typical procurement cycle.

Confirm the operational prerequisites Microsoft documents for the underlying app experiences: users need a
primary mailbox on Exchange Online (not an archive, group, shared, or delegate mailbox), current Microsoft 365
Apps with OneDrive, Outlook, and Teams installed, and — critically — an update channel of Current Channel or
Monthly Enterprise Channel, since Semi-Annual Channel is not documented as eligible. Web-based Office
experiences require third-party cookies to be enabled in the browser. Teams meeting transcription or recording
must be turned on for Copilot to reference that meeting's content afterward. Device-based licensing for Microsoft
365 Apps for enterprise does not support Copilot.

License-tier capability, at a glance. Microsoft's own Learn documentation now consolidates a comparison across
Microsoft 365 E3, E5, and E7 for capabilities that matter directly to Copilot governance. Treat every cell below as
volatile and re-verify before any budget or architecture decision; the source page was itself only weeks old at the
time of research.

Governance capability E3 + Copilot add-on E5 + Copilot add-on E7 (bundled)

Sensitivity labels Manual apply only Auto-apply, default Adds label-aware agent
policies interactions

Data loss prevention SharePoint/Exchange/OneDrive  Adds Teams and Adds agent interactions and
endpoints browsers

eDiscovery Search only Search and delete Adds agent interaction

discovery
Communication compliance Not available Included Included, plus agent

interactions

SharePoint Advanced Full feature set Full feature set Full feature set
Management

Microsoft 365 E7 is documented as a strict superset of E5 — it adds Microsoft 365 Copilot, the full Microsoft Entra
Suite, and Microsoft Agent 365, without removing any E5 capability — and reached general availability on 1 May

2026 according to current Microsoft sources; treat both the bundle composition and the date as requiring re-
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verification before publication, given how recently it launched. One frequent misconception worth correcting
directly with finance: Power Platform licensing is not included with a Microsoft 365 Copilot license and must be
planned separately if custom agent-building at scale is part of your roadmap.

MH - Applied Al recommendation: stand up a small test tenant slice — a handful of pilot accounts on the
intended license — before assigning licenses broadly, and use it to confirm update channel, mailbox type, and

network endpoint reality against documentation, since default assumptions about a “standard” enterprise
environment are frequently wrong in at least one dimension.

MH — Applied Al - Microsoft Foundry Adoption Guide
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12. Control the expanding
product surface

Microsoft frames Copilot administration through three pillars it calls the Copilot Control System: security and
governance, management controls, and measurement and reporting. In practice, most day-to-day control lives
behind a single admin surface — Copilot settings in the Microsoft 365 admin center, organized (as of current
documentation) into user access, data access, Copilot actions, and other settings — gated by the Al Administrator
role for changes and Global Reader for view-only access. Microsoft's own documentation warns, in its own words,
that this article “might list different scenarios than what you see in your organization’s admin center,” because the
admin center changes frequently. Take that warning literally: do not build internal training material around specific
screen paths, and expect to re-document this surface at least quarterly.

Copilot Frontier is the current name for preview and experimental feature access — new capabilities in web apps,
desktop apps, and agents ahead of general availability, disabled for everyone by default until an administrator
opts users in. Treat Frontier participation as a deliberate governance decision, not a default, and revisit it as part of
your regular product-surface review rather than leaving it to whoever first discovers the toggle.

Web access. Copilot's web-grounding behavior is admin-controllable through the “Allow web search in Copilot”
policy, available through Cloud Policy and the Copilot Control System; it defaults on in commercial environments
and off in government clouds. Microsoft is explicit that it does not recommend and cannot support attempts to
govern Copilot Chat through network-level restrictions such as domain, URL, or IP blocking — use the

documented policy surface instead of network engineering as your control point.

MH - Applied Al recommendation: assign one named owner to a running “what changed this quarter” note
covering licensing, admin center structure, Frontier features enabled, and subprocessor status. A product moving
this fast needs change intelligence, not an annual policy review.
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13. Build a role-based scenario portfolio

Generic prompt libraries detached from real jobs are a leading cause of enablement that produces enthusiasm
without habit change. Replace them with scenario cards tied to the specific outcome hypothesis cards from

chapter 5 — real source data, a real review point, and a real failure mode, not a demo-friendly example.

Worksheet: scenario card

Field Entry
Role and trigger (when does this scenario start)
Source data Copilot grounds against
Copilot action requested
Human review point before the output is used
Expected output, in the role’s own language
Known failure modes
Owner who maintains this card
Build a small portfolio — five to ten cards per cohort role is usually enough — rather than a sprawling

library nobody maintains. A card that has not been reviewed in the last quarter should be treated as stale,
not authoritative.

MH — Applied Al - Microsoft Foundry Adoption Guide

22



14. Create the enablement system

Enablement is a system, not an event. A single feature demonstration produces short-lived enthusiasm and no
lasting habit change, because it never touches the manager who actually controls whether a team is given

permission and time to work differently.

Build four connected pieces: a manager briefing that precedes any individual training and explicitly grants
permission to change a process; role-based learning built from the scenario cards in chapter 13, not generic
feature tours; protected practice time during working hours, not an expectation that people learn Copilot on their
own time; and office hours or a similar live channel where real (not hypothetical) questions get answered quickly.
Consider accessibility and language needs explicitly for a multilingual or hybrid workforce; enablement materials
that only exist in one language or format quietly exclude part of the cohort from the evidence you later report on.

Template: manager brief

Section Content
What is changing for this team, specifically

Why (link to the outcome hypothesis card)

What the manager should say to the team

Protected practice time granted

How to escalate a problem

What evidence the manager should expect to see, and when
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15. Activate champions and support

Champions carry the peer-level credibility that a central adoption team cannot manufacture, but only if the role
comes with real time, not an unpaid addition to an already full job. Select champions for credibility within their
own team and genuine willingness, not simply availability, and give each one a defined weekly time allocation, a
community cadence (a short regular sync, not an ad hoc channel), and a clear path to escalate anything they
cannot answer.

Prepare the help desk before go-live, not after the first wave of tickets: a short known-issues list, a clear escalation
path to the adoption lead for anything Copilot-specific, and a lightweight way to capture recurring failure patterns

so they feed back into the scenario cards and enablement material rather than being solved silently, one ticket at a
time, with no institutional memory.

Reference: champion and support model

Element Minimum standard

Champion selection Named, credible within their team, willing — not simply available
Protected time Explicit weekly allocation, agreed with the champion’s manager
Cadence Short recurring sync (weekly or biweekly during the first wave)
Escalation path Champion — adoption lead — executive sponsor

Known-issue capture Shared log reviewed at each cadence meeting

Failure learning Recurring issues feed back into scenario cards and enablement material
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16. Build responsible-use habits

Governance documents alone do not change behavior; specific, memorable habits do. Build a short list of
behaviors every licensed user is expected to practice, communicated by managers as part of the briefing in

chapter 14, not buried in a policy portal nobody reads.

Policy: responsible-use minimum

e Verify factual claims and figures in a Copilot output before acting on them or sharing them externally,
especially anything with a specific number attached.

e Check citations and sources Copilot surfaces rather than trusting a confident-sounding summary at
face value.

e Treat confidential and sensitivity-labeled content with the same external-sharing caution after Copilot

involvement as before it.

e Obtain explicit consent before enabling meeting transcription or recording that Copilot may later reference.

e Recognize that fluent, well-formatted output can still be wrong; hallucination and bias risks do not
disappear because the answer sounds authoritative.

e Keep a named human accountable for any Copilot-assisted output before it leaves the organization or
influences a decision with real consequences.

MH - Applied Al recommendation: test this list in the champion cadence meetings before publishing it broadly.

A behavior list that survives contact with real work is worth far more than one drafted entirely by policy staff.

MH — Applied Al - Microsoft Foundry Adoption Guide
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17. Govern agents and extensibility

Agents extend Copilot beyond conversational assistance into systems that can call tools, reach connected data
sources, and take multi-step action, and they deserve a governance discipline of their own rather than being
treated as an automatic next step after a successful chat rollout. This chapter is intentionally an adoption-
governance chapter, not an agent-development manual; if your organization is building custom agents at scale,
that work belongs in Microsoft Copilot Studio and its own engineering discipline.

Distinguish four categories of agent risk, not one undifferentiated “unapproved agent” bucket. An unapproved
agent is pending or missing organizational sign-off but is otherwise visible and traceable. An ownerless agent has
lost its accountable owner, typically because the person who created it left the organization. A shadow agent was
built or is managed outside your organization’s governed agent control plane and may not appear in standard
reviews at all. An unmanaged agent runs without the risk protection and observability your governed agents
receive, even if it is technically visible in an inventory. Current Microsoft admin tooling surfaces a registry of agents
with risk signals drawn from Entra ID, Purview, and Microsoft Defender, but the depth of that risk visibility —
particularly a full risk-signal column — is dependent on licensing tier, meaning organizations without the
qualifying subscription see the inventory but not the complete risk picture. Verify your own tenant’s actual visibility

before assuming parity with documentation examples.

Connectors bring external content into Copilot's reach through two structurally different models, and conflating
them is a common governance mistake. Synced connectors index external content into Microsoft Graph on an
organization-wide basis, configured centrally by an administrator, with access enforced by the source system’s
own permissions carried through as metadata. Federated connectors instead fetch content in real time at query
time, on a per-user authenticated basis, without indexing anything centrally, and currently do not support custom
connector development the way synced connectors do. Before connecting any external source, review its own
permission model and legal terms independently — a connector does not inherit correct governance simply
because Microsoft built the plumbing.

Microsoft Agent 365 is a separate, newly general-available control plane for observing, governing, and securing
agents at scale, licensed on a per-user basis independently of a Microsoft 365 Copilot license, though it is bundled
into Microsoft 365 E7. Treat its feature set, licensing prerequisites, and pricing as high-volatility facts requiring re-
verification immediately before any decision — this offering was only months old at the time of writing, and

neither its eligibility rules nor its exact capabilities should be assumed stable.
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Register: agent intake and lifecycle

Field

Agent name and purpose

Owner (named person)

Data sources and connectors used

Risk category (unapproved / ownerless / shadow / unmanaged / governed)
Approval status and date

Review cadence

Retirement trigger

MH — Applied Al - Microsoft Foundry Adoption Guide
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18. Measure adoption
without vanity metrics

Separate what you measure into distinct layers, and do not let a strong number on one layer stand in for evidence
on another. A login is not activation; activation is not depth of use; depth of use is not a business outcome; and

none of the four is sentiment, support demand, risk, or cost.

Reference: measurement dictionary

Layer What it actually tells you Common data source

Access Who is licensed License and eligibility reports
Activation Who has opened Copilot at least once Admin usage reports

Repeat use Who returns across a rolling window Microsoft Copilot Dashboard
Scenario depth Which specific work patterns are actually used Scenario card adoption tracking
Outcome evidence Whether the named baseline actually moved Business data, not Copilot telemetry
Sentiment Whether users experience real value Structured survey, not anecdote
Support and risk Volume and nature of issues raised Help desk and agent registry

Cost Licenses assigned versus licenses actively used Finance and license management

Microsoft Copilot Dashboard and admin usage reports. The Microsoft Copilot Dashboard is available to any
Microsoft 365 or Office 365 business or enterprise customer with active Exchange Online, without a paid Viva
Insights license — but its feature depth is tiered: tenants with at least 50 Copilot licenses (or 50 Viva Insights
licenses) unlock agent-related insights, benchmarks, sentiment survey data, and week-level trend lines; tenants
below that threshold see a materially thinner view. Data carries a rolling delay measured in days rather than being
real time, and Microsoft's own documentation notes that tenant-level “active user” counts can include disabled
mailboxes while group-level counts do not — a data-quality nuance worth knowing before you compare two
numbers that look like they should match. Separately, the Copilot Chat usage report in the standard admin activity
reports currently covers only users without a Microsoft 365 Copilot add-on license, meaning a full picture of
Copilot-licensed and Chat-only usage requires consulting more than one report. Treat every specific threshold,
delay figure, and report scope in this paragraph as volatile and reconfirm it against current Microsoft
documentation before it appears in an executive report.
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Dashboard and usage-report activity is not causal evidence of a business outcome. It shows that people opened a
tool; it does not show that a process got faster, a decision got better, or a cost went down. Pair activity data with
the outcome evidence your cohort's baselines were designed to produce, and say so plainly in every report rather

than letting a usage chart imply more than it can support.
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19. Run a 90-day adoption path

Plan: the 90-day adoption path

Phase

Days 0-
30

Days 31—
60

Days 61—
90

Focus

Readiness and

governance

Controlled launch

Outcome review

Key activities

Complete readiness gate, remediate top oversharing risks,

name cohort, brief managers

Assign licenses, run role-based enablement, activate
champions, begin support tracking

Review baselines against outcome hypothesis cards, run
the scorecard, compile the decision pack

Decision at the end

Go/no-go for first-wave

licensing

Continue as designed, or
adjust scope

Scale, hold, remediate, or
stop

Resist compressing this sequence to hit an arbitrary launch date. A cohort licensed before its data foundation is

remediated, or measured before its baseline was ever recorded, produces a program that looks finished on a

calendar and unfinished in every subsequent conversation about value.
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20. Recognize failure patterns

License-first rollout. Seats are distributed broadly before any work pattern is named. Fix: no license beyond a

small pilot without a completed outcome hypothesis card, per chapter 5.

Executive-only cohort. The first wave licenses only senior leaders, producing enthusiasm at the top and no
evidence about how the actual work of the organization changes. Fix: deliberately mix roles in the cohort brief, per

chapter 7.

Prompt training without workflow change. Users learn Copilot features in the abstract, with no change to the
process they actually run day to day. Fix: build enablement from scenario cards tied to real work, per chapters 13
and 14.

Unresolved oversharing. Permission remediation is deferred because "Copilot didn't create the problem.” Fix:
treat the permission-remediation register in chapter 9 as a launch gate, not a parallel workstream.

No manager participation. Training reaches individuals but never reaches the managers who control time and
permission to change a process. Fix: require the manager brief in chapter 14 before individual enablement begins.

Activity mistaken for value. A login count or usage chart is reported as proof of business impact. Fix: separate

the measurement layers in chapter 18 explicitly, every time, in every report.

Champions without capacity. Champions are named without protected time, and the role quietly becomes
unpaid invisible change work. Fix: the champion and support model in chapter 15, with an explicit weekly

time allocation.

Unmanaged agents. Agents proliferate outside any governed inventory, discovered only when something goes
wrong. Fix: the agent intake and lifecycle register in chapter 17, reviewed on a fixed cadence.
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21. Use the enterprise
adoption scorecard

Scorecard: enterprise adoption

Score each dimension 0 (absent), 1 (partial), or 2 (solid and evidenced), quarterly, across the program.

Dimension

Outcome

ownership

Data readiness

Service readiness

Governance

Enablement

Support

Evidence

Agent control

0: Absent

No named business owner or
baseline

Oversharing unassessed

Licensing and technical prerequisites

unverified

No accepted operating model

Feature demo only

No champion or help-desk

preparation

Usage counts only

No agent inventory

2: Solid

Named owner, documented baseline, tracked evidence

Assessed, interim controls applied, remediation tracked

Verified against current documentation, tested in a pilot
slice

Roles named and accepted, reviewed on a cadence

Role-based scenarios, manager briefing, protected practice
time

Champions resourced, known-issue capture active

Access, activation, depth, outcome, sentiment, risk, and cost
tracked separately

Agent intake and lifecycle register maintained and reviewed

A total of 0-5 signals a program that should pause expansion and remediate before adding licenses. A total of 6-

11 signals real progress with named gaps to close on an explicit timeline. A total of 12-16 supports a genuine

scale decision, evaluated against the decision pack in chapter 22.
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22. Prepare the executive
decision pack and next wave

When requesting continued investment, resist leading with feature capability; lead with cohort evidence. A
credible pack states the baseline and the measured change honestly, including where it fell short; the residual risks
still open, named rather than implied; the current license utilization against actual cost; the scorecard result from
chapter 21; what is reusable for the next cohort — enablement material, scenario cards, the operating model —
versus what was specific to this one; and a clear recommendation, including “stop” or "hold” as legitimate

outcomes when the evidence supports them.

Template: scale/stop decision pack

Section Content
Cohort and work patterns covered
Baseline versus measured outcome, stated honestly
Residual risks and remediation status
License cost versus active use
Scorecard result (chapter 21)
Reusable assets for the next wave
Recommendation: scale, hold, remediate, or stop
MH - Applied Al recommendation: build this pack entirely from evidence already produced during the 90-day

path in chapter 19. If assembling it requires substantial new work beyond formatting existing evidence, that is
itself a signal the program'’s operating discipline has gaps worth closing before requesting further investment.
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Glossary

Microsoft 365 Copilot. The paid add-on license (or Microsoft 365 E7 inclusion) that adds Microsoft Graph
grounding and in-app experiences across core Microsoft 365 apps.

Microsoft 365 Copilot Business. The equivalent add-on scoped to Business Basic, Standard, Premium, and Apps
for Business subscriptions.

Microsoft 365 Copilot Chat. The web-grounded chat experience requiring no Copilot add-on license, included
with most eligible Microsoft 365 commercial plans.

Microsoft Graph grounding. Copilot's mechanism for retrieving content the signed-in user is already permitted
to see, used to make responses specific to an organization's own data.

Oversharing. Permission configurations — stale sites, broad groups, uncontrolled external links — that grant
more access than intended, independent of any Al tool, and become far more visible once Copilot can surface

their contents in a conversational answer.

SharePoint Advanced Management (SAM). A set of governance tools for SharePoint content lifecycle and
access, included once at least one Copilot license exists in the tenant.

Restricted Content Discovery (RCD). A current, per-site, temporary control that excludes a site's content
from Copilot and search results, with an exception for recently interacted content; it does not change

underlying permissions.

Enterprise Data Protection (EDP). The set of contractual and technical commitments — encryption, no training
on prompts and responses, access controls, and copyright protection — applying to Copilot Chat and Microsoft
365 Copilot alike.

Copilot Control System. Microsoft's umbrella term for the security/governance, management, and
measurement/reporting controls administrators use to manage Copilot.

Copilot Frontier. The current control governing organizational access to preview and experimental Copilot
features, disabled for all users by default.

Agent. A system that can call tools and take multi-step action toward a goal, distinct from a single-turn
chat response.

Synced connector. A connector that indexes external content into Microsoft Graph on an organization-wide basis,
configured centrally.

Federated connector. A connector that fetches external content in real time on a per-user authenticated basis,

without central indexing.

Microsoft Agent 365. A separate, per-user-licensed control plane for observing, governing, and securing agents

at scale, distinct from a Microsoft 365 Copilot license.
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Microsoft 365 Copilot Dashboard. A reporting surface showing tenant- and group-level Copilot activity and (at
higher license volumes) sentiment and benchmark data; not a source of causal business-outcome evidence.
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Official references

Reviewed 28 July 2026. Verify every entry before publication or internal reliance; this product area changes weekly.

Product and landscape

Microsoft, What is Microsoft 365 Copilot?
Microsoft, Overview of Microsoft 365 Copilot Chat
Microsoft, Decide which Copilot is right for you

Data, permissions, and governance

Microsoft, How does Microsoft 365 Copilot work?

Microsoft, Secure and governed data foundation for Microsoft 365 Copilot
Microsoft, Configure a secure and governed foundation for Microsoft 365 Copilot
Microsoft, SharePoint Advanced Management overview

Microsoft, Restrict discovery of SharePoint sites and content

Microsoft, Restricted SharePoint Search

Security, privacy, and compliance

Microsoft, Data, privacy, and security for Microsoft 365 Copilot

Microsoft, Enterprise data protection in Microsoft 365 Copilot and Copilot Chat
Microsoft, Data, privacy, and security for web search in Copilot

Microsoft, Microsoft Purview protections for Copilot and generative Al apps
Microsoft, Use Microsoft Purview to manage data security and compliance for Copilot
Microsoft, Retention for Copilot and Al apps

Microsoft, Audit logs for Copilot and Al applications

Licensing and technical readiness

Microsoft, License options for Microsoft 365 Copilot

Microsoft, Microsoft 365 Copilot service description

Microsoft, App and network requirements for Microsoft 365 Copilot admins
Microsoft, Set up Microsoft 365 Copilot and assign licenses

Microsoft, Prepare for Microsoft 365 Copilot by comparing E3, E5, and E7 license features

Microsoft, Prerequisites for SharePoint Advanced Management

Admin control and product surface

Microsoft, Manage Microsoft 365 Copilot scenarios
Microsoft, Copilot Control System management controls
Microsoft, Manage Microsoft 365 Copilot Chat

Agents and extensibility
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https://learn.microsoft.com/en-us/microsoft-365/copilot/microsoft-365-copilot-overview
https://learn.microsoft.com/en-us/copilot/overview
https://learn.microsoft.com/en-us/microsoft-365/copilot/which-copilot-for-your-organization
https://learn.microsoft.com/en-us/microsoft-365/copilot/microsoft-365-copilot-architecture
https://learn.microsoft.com/en-us/microsoft-365/copilot/secure-govern-copilot-foundational-deployment-guidance
https://learn.microsoft.com/en-us/microsoft-365/copilot/configure-secure-governed-data-foundation-microsoft-365-copilot
https://learn.microsoft.com/en-us/sharepoint/advanced-management
https://learn.microsoft.com/en-us/sharepoint/restricted-content-discovery
https://learn.microsoft.com/en-us/sharepoint/restricted-sharepoint-search
https://learn.microsoft.com/en-us/microsoft-365/copilot/microsoft-365-copilot-privacy
https://learn.microsoft.com/en-us/microsoft-365/copilot/enterprise-data-protection
https://learn.microsoft.com/en-us/microsoft-365/copilot/manage-public-web-access
https://learn.microsoft.com/en-us/purview/ai-microsoft-purview
https://learn.microsoft.com/en-us/purview/ai-m365-copilot
https://learn.microsoft.com/en-us/purview/retention-policies-copilot
https://learn.microsoft.com/en-us/purview/audit-copilot
https://learn.microsoft.com/en-us/microsoft-365/copilot/microsoft-365-copilot-licensing
https://learn.microsoft.com/en-us/office365/servicedescriptions/office-365-platform-service-description/microsoft-365-copilot
https://learn.microsoft.com/en-us/microsoft-365/copilot/microsoft-365-copilot-requirements
https://learn.microsoft.com/en-us/microsoft-365/copilot/microsoft-365-copilot-setup
https://learn.microsoft.com/en-us/microsoft-365/copilot/microsoft-365-copilot-license-feature-overview
https://learn.microsoft.com/en-us/sharepoint/sharepoint-advanced-management-prerequisites
https://learn.microsoft.com/en-us/microsoft-365/copilot/microsoft-365-copilot-page
https://learn.microsoft.com/en-us/microsoft-365/copilot/copilot-control-system/management-controls
https://learn.microsoft.com/en-us/copilot/manage

e Microsoft, Manage agents in the Microsoft 365 admin center
e Microsoft, Agent Registry in the Microsoft 365 admin center
e Microsoft, Microsoft Agent 365 overview

e Microsoft, Copilot connectors overview

e Microsoft, Manage connectors

e Microsoft, Overview — Microsoft Copilot Studio
Measurement and reporting

e Microsoft, Connect to the Microsoft Copilot Dashboard

e Microsoft, Microsoft 365 Copilot Chat usage report

e Microsoft, Microsoft 365 Copilot readiness report

e Microsoft, Microsoft 365 Copilot adoption and onboarding guide for IT admins

e Microsoft, Microsoft Adoption — Copilot resources (dynamic destination; cite as a navigational
pointer only)

MH — Applied Al - Microsoft Foundry Adoption Guide

37


https://learn.microsoft.com/en-us/microsoft-365/admin/manage/manage-copilot-agents-integrated-apps?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/admin/manage/agent-registry?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-agent-365/overview
https://learn.microsoft.com/en-us/microsoft-365/copilot/connectors/overview
https://learn.microsoft.com/en-us/microsoft-365/copilot/connectors/manage-connector
https://learn.microsoft.com/en-us/microsoft-copilot-studio/fundamentals-what-is-copilot-studio
https://learn.microsoft.com/en-us/viva/insights/org-team-insights/copilot-dashboard
https://learn.microsoft.com/en-us/microsoft-365/admin/activity-reports/microsoft-copilot-usage?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/admin/activity-reports/microsoft-365-copilot-readiness?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/copilot/microsoft-365-copilot-enablement-resources
https://adoption.microsoft.com/en-us/copilot/

Methodology and limitations

This guide was written by MH — Applied Al as an independent, vendor-neutral field manual. Product facts are
drawn from Microsoft’'s own published Learn documentation and cited to their canonical source wherever
possible; recommendations, checklists, worksheets, and failure patterns reflect our own operating judgment and
are labeled explicitly as MH — Applied Al recommendations throughout, distinct from documented Microsoft fact.

We deliberately avoided stating specific prices, exact usage thresholds, precise admin-center screen paths, and
definitive regional availability, because these details are among the fastest-changing facts in the entire Microsoft
365 product family and any figure printed here would likely be stale before a reader finishes the chapter. Several
facts in this edition — license-tier feature tables, Microsoft Agent 365 eligibility and pricing, model subprocessor
defaults, Copilot Dashboard thresholds, and the Restricted SharePoint Search retirement date — are marked at
high volatility throughout and must be re-verified against current Microsoft documentation before any budget,
architecture, or compliance decision relies on them.

This guide does not constitute legal, regulatory, security, or compliance advice, and it makes no claim of Microsoft
partnership, sponsorship, endorsement, certification, guaranteed return on investment, or specific customer
outcomes. Organizational maturity, regulatory context, and workforce agreements vary widely; treat

every worksheet, register, and threshold in this guide as a starting point to adapt, not a fixed standard to

apply unchanged.
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Pre-publication verification checklist

Before distributing this guide, or briefing an internal audience from it, re-confirm the following against live
Microsoft documentation, since each was flagged during research as fast-moving:

e Current Copilot product naming — confirm “Microsoft 365 Copilot Business” and “Microsoft 365 Copilot”
remain the correct labels, with no reintroduction of “Basic/Premium” terminology for Copilot itself.

e Restricted SharePoint Search retirement status and the current behavior of Restricted Content Discovery.

e Model subprocessor list and default-on/off posture by region, via the Service Trust Portal.

e Microsoft 365 E7 composition, general availability status, and Microsoft Agent 365 licensing and pricing.

e Microsoft Copilot Dashboard feature thresholds, data delay, and "active user” definition.

e Admin center navigation paths for Copilot settings, Agent Registry, and connector management.

e Update channel eligibility (Current Channel / Monthly Enterprise Channel) for Copilot in Microsoft
365 Apps.

e Purview eDiscovery, audit, and retention behavior for Copilot interactions, including any newly published
dedicated documentation.

MH — Applied Al - Microsoft Foundry Adoption Guide

39



Accessibility, edition, and review notes

This edition targets WCAG 2.2 AA in its web presentation: semantic headings, list and table structure, and sufficient
contrast in the surrounding design system. Every table in this guide is intentionally narrow enough to remain

legible on an A4-formatted page and on a small mobile viewport without horizontal scrolling.

Edition 1.0, published and reviewed for source currency on 28 July 2026. Given the pace of change in this product
area, we recommend re-verifying every cited reference at least quarterly, and always immediately before a material

licensing, governance, or investment decision. Swiss Standard German and French editions are planned to follow
validation of this English edition.

MH - Applied Al Al, deployed where your business runs. +4176 390 23 17
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